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Abstract—Several models for incorporating spatial constraints into role-based access control (RBAC) have been proposed, and

researchers are now focusing on the challenge of ensuring such policies are enforced correctly. However, existing approaches have a

major shortcoming, as they assume the server is trustworthy and require complete disclosure of sensitive location information by the

user. In this work, we propose a novel framework and a set of protocols to solve this problem. Specifically, in our scheme, a user

provides a service provider with role and location tokens along with a request. The service provider consults with a role authority and a

location authority to verify the tokens and evaluate the policy. However, none of the servers learn the requesting user’s identity, role, or

location. In this paper, we define the protocols and the policy enforcement scheme, and present a formal proof of a number of security

properties.
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1 INTRODUCTION

ROLE-BASED access control (RBAC) has become the
industry standard for authorization, and it is widely

deployed as it provides organizations with a simplified
mechanism for granting privileged access to sensitive
resources. Although RBAC systems traditionally consider
only identity attributes, such as job title, the emergence of
location-based applications has led to the enrichment of the
model with spatial features. A number of RBAC extensions
incorporate location constraints into access control policies
[1], [2], [3], [4], providing organizations with the ability to
control resource access based on the physical coordinates of
the requesting users.

Geo-spatial RBAC (GEO-RBAC) has a large number of
applications, in both military and civilian applications.
Consider a military application, where physical presence in
a secured room is required for a principal to access a
confidential document. Such a protection model can prevent
personnel from unintentionally exposing secrets in an
environment where principals without the appropriate
clearance are present. Alternatively, a policy may state that
strictly confidential documents must only be accessed in a
room that has been checked thoroughly to ensure there are
no unauthorized surveillance devices present. GEO-RBAC
addresses these needs and supports permission manipula-
tion at a fine granularity.

Civilian applications also benefit from authorization
models and enforcement systems for location-based access
control. For instance, medical personnel are often provided
with mobile devices that allow them to access medical
records of patients. However, these devices may be stolen
by a malicious adversary who may be able to break the
device password and access the records of high-profile
patients (e.g., politicians, celebrities). Furthermore, some
employees may not be trustworthy, and may attempt to
access the record of such patients in a fraudulent manner.
Restricting access to the perimeter of the healthcare
provider, where physical surveillance and auditing me-
chanisms are in place to prevent unauthorized access, can
prevent such detrimental leaks of sensitive medical records.

Existing work in GEO-RBAC has primarily focused on the
problem of defining an access control model. While the
challenge of creating enforcement architectures has received
some focus, existing solutions require disclosure of the
requesting user’s logical location or physical coordinates.
Previous work [5] has acknowledged the severe privacy
threats that may occur as a result of disclosing fine-grained
location information with high frequency. This problem
becomes even more serious in a decentralized, loosely
coupled environment, such as cloud computing, where
services (e.g., data storage) are outsourced to an external
provider. Thus, it is no longer the case that all components
involved in the authorization process can be fully trusted to
protect the privacy of the principals. Even though authoriza-
tion and auditing mechanisms may prevent unauthorized
disclosure of sensitive records and reduce the impact of a
leak, similar protection mechanisms for the privacy of the
requesting principals’ locations do not exist.

Even when a centralized authorization infrastructure
exists and all GEO-RBAC components reside within the
administrative control of a single organization, it is possible
for a rogue administrator to collect and use principals’
locations for malicious purposes (e.g., stalking, blackmail).
Furthermore, the presence of malware at the service provider
(SP) can also be a threat to users. Therefore, we argue that
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privacy-preserving access control enforcement is an impor-
tant desideratum that should be supported by future GEO-
RBAC systems.

In this work, we propose a framework for privacy-
preserving GEO-RBAC (Priv-GEO-RBAC) that enforces
location-based authorization without revealing the identity
attributes or physical coordinates of requesting users to the
policy enforcement point (PEP). Our approach uses a
combination of cryptographic techniques and separation
of functionality. The trust assumption in our model is
reduced to one component, which generates all crypto-
graphic secrets required for evaluation but does not
participate in the online operations of the PEP; therefore,
this component can be effectively shielded from attacks.
The protocols we define ensure that the other components
that participate in the online enforcement cannot learn the
user’s identity, role, or location, even under very powerful
adversarial assumptions. Our work reconciles competing
goals of security and privacy by supporting fine-grained
spatially aware RBAC while simultaneously preserving the
privacy of requesting users.

There are clear parallels between our work and access
control mechanisms built on attribute-based encryption [6],
[7]. That is, location and role are used as attributes for policy
evaluation. However, existing attribute-based schemes are
built on the premise that attributes (e.g., a driver’s license
number or date of birth) are fairly persistent for a user, and
the user simply needs a credential that certifies that the user
possesses the respective attributes. In GEO-RBAC, roles and
locations are inherently transient. While one user may
activate a role for a short time, he will eventually be replaced
by another user; additionally, users are assumed to be
mobile. Given the high frequency of attribute changes,
temporary credentials that are dynamically and automati-
cally generated are mandatory for usability. To the best of
our knowledge, ours is the first work to address the
challenge of attribute-based access control with transient
credentials. Based on the results of this work, we believe
that future work in this direction would be valuable.

Fig. 1 gives an overview of the proposed approach: in an
offline phase (Fig. 1a), executed only when the policies or
the set of roles change, a trusted Identity Authority (IA) takes
as input the set of all roles and locations (as we discuss later
in Section 2, we use a discrete location space model) and
encodes them using a secret mapping that never leaves the

IA. The encoded roles, locations, and policies are then
delivered to the Role Authority (RA), Location Authority (LA),
and Service Provider, respectively. The SP stores the
protected objects and ultimately makes the decision of
whether to grant access or not. Based on the encoded
values, the RA, LA, and SP are not able to link real roles or
locations with the access request.

To prevent users from caching tokens for former
locations, as well as other replay attacks, we incorporate a
time-based code generation approach that causes the
credentials to expire. In the online phase (Fig. 1b), the user
initiates a role session with the RA, acquiring a role token,
then presents the role token to a Location Device (LD),
acquiring a location token that is bound to the role token
(steps 1 and 2). The LD could be an RF-based sensor or a card
reader present at the entrance to a room. The user then sends
the credentials (which do not reveal the role and location) to
the SP (step 3), who subsequently performs an oblivious
transfer (OT) and a private information retrieval (PIR)
protocol with the RA and LA, respectively, thus retrieving
data to evaluate the access control policy (steps 4-5). The
private retrieval steps are necessary in order to protect the
access pattern of the principals: the RA and the LA do not
learn anything about the encrypted credentials that are
being used in the current access. In step 6 the SP evaluates
the access condition on ciphertext credentials only, and if the
condition is satisfied, it grants access in step 7.

Observe that our protocols are not simply straightfor-
ward applications of OT and PIR, as our design goals are
complex and seemingly contradictory. First, the information
stored with the RA and LA must be completely independent
of the access control policies, as these authorities serve
multiple SPs. Second, each SP must be able to use the
information retrieved to evaluate its own policies, but

without learning which policy was satisfied. Thus, the technical
challenge of this work is to combine the individual protocol
components to achieve these policy goals, while mitigating
information leakage that would facilitate attacks over
repeated protocol executions. The specific contributions of
this work are:

. We propose an architecture for privacy-preserving
GEO-RBAC that allows enforcement of authoriza-
tion decisions without disclosure of sensitive user
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Fig. 1. Overview of privacy-preserving GEO-RBAC.



attributes to the service provider. To the best of our
knowledge, this is the first such framework.

. We devise a family of cryptographic protocols for
authorization enforcement that ensure that service
providers cannot link the request to a specific policy
and, thus, cannot determine the user’s role and/or
location. The RA and LA are also prevented from
learning this information. Our approach also pre-
serves client privacy over repeated access requests.

. We present a formal analysis of our scheme using a
protocol composition logic (PCL) specification, prov-
ing a number of properties under standard crypto-
graphic assumptions.

The rest of the paper is organized as follows: in Section 2
we introduce necessary background materials. We describe
the cryptographic protocols for authorization in Section 3,
perform a formal security analysis in Section 4, and provide
a summary of the key security properties in Section 5.
We give an overview of related work in Section 6 and
conclude in Section 7.

2 BACKGROUND MATERIAL

2.1 GEO-RBAC

We consider a geospatial role-based access control model
(GEO-RBAC) [1], [2], [3], [4] where access control conditions
are specified as a combination of predicates on the
nonspatial principal credentials (i.e., conventional roles),
as well as spatial characteristics, such as the principals’
location. In GEO-RBAC, a user initiates a role session by
activating a traditional role. When making the request, the
user’s spatial role consists of the combination of the role and
the current location. Traditional roles are generally defined
by a role hierarchy. Although our approach for privacy-
preserving GEO-RBAC does support role hierarchies, there
is a preprocessing step that we require. Specifically, due to
the fact that we use encoded values to evaluate access
control policy decisions, we can only perform equality tests,
and not parent-child relationships in a role hierarchy.
Therefore, our approach dictates that when an access
control policy for an object is specified, all rules must be
expressed directly using leaf nodes of the role hierarchy.
For instance, if there exists a role lecturer which subsumes
two other roles part-time lecturer and full-time lecturer, every
time there is a rule specifying a condition based on role
lecturer, the rule is duplicated into two new rules,
corresponding to the part-time and full-time counterparts.
Note that the preprocessing is trivial and incurs minimal
storage overhead for moderately sized hierarchies.

2.2 Spatial Modeling

We assume a bounded and discrete geographical space
with respect to which access control policies are defined
and enforced. Our space model, which is similar to the
work of Jensen et al. [8], [9], divides the reference space into
n� 1 bounded protected areas (pa), whereas the remainder
of the space constitutes an additional nth area. Fig. 2
illustrates a typical representation of the space, with six
protected areas labeled pa1; . . . ; pa6. The remainder of the
space is marked as T . Observe that protected areas are

logically defined based on topological relations, and do not
necessarily indicate geometric properties (e.g., there is no
implication that protected areas are equivalent in size or
shape). Internally, protected areas are modeled as nodes in
a graph, while edges indicate the ability to pass from one
such protected area to another (e.g., there is a single edge
between the nodes representing pa5 and pa6).

In order to ensure that the user is situated in the required
location at the access time and that the user remains in the
protected area for the duration of the access, it is important to
monitor changes in position. The model we adopt accom-
modates this requirement by enforcing physical proximity
controls both when entering and exiting a protected area.
Upon exiting a pa, the user must present his or her physical
access credentials (e.g., a magnetic card) to a device that
guards the pa (indicated in Fig. 2 by gi;j). This way, the
movement of the user outside the pa can be immediately
detected.

To ensure freshness of reported user locations, we
employ a time-slice-based expiration mechanism of creden-
tials, that dictates that the user must reacquire a token from
the LD in the enclosing pa at a regular time interval. In
practice, this is implemented by having the LDs and the LA
share pseudorandom sequence of codes, with the help of a
common random number generator seed. Combined with
the forced reauthentication upon pa exiting, the expiration
mechanism ensures that the user’s location and path are
constantly available for access control enforcement.

2.3 OT and PIR

Both Oblivious Transfer [10] and Private Information
Retrieval [11] protocols allow a client to fetch the value of
a data item xi from a remote ordered set x1 . . .xn, while
preventing the server from learning the value of i.
However, the two concepts have different security and
performance requirements. In the case of OT, the server
requires the additional restriction that the client is able to
access only the single item requested. To accomplish this
goal, each item is encrypted with a distinct key, and the
client retrieves the entire encrypted database. Then, the two
parties repeatedly execute a 1-out-of-2 OT protocol to reveal
only the desired key. Thus, the client is only able to decrypt
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Fig. 2. Spatial model of protected areas in an indoor environment.



the single item. PIR does not place this additional restriction
on the client’s access capabilities. Instead, PIR allows the
client to read a limited number of records while achieving
sublinear (i.e., OðnÞ) communication cost.

In our framework, RA stores information about indivi-
dual users’ role sessions. Thus, SP uses OT to retrieve this
information, which is restricted on a need-to-know basis.
On the other hand, LA stores public location information;
consequently, SP uses PIR to retrieve this data more
efficiently.

3 PROPOSED FRAMEWORK

3.1 Preliminaries

Let R denote the set of traditional RBAC roles and L be the
set of locations defined by protected areas. In addition, O
denotes the set of objects to be protected, A is the set of
actions that can be performed on objects, and S denotes the
set of subjects that can make requests. Our assumption is that
jAj � jRj � jLj. That is, there are very few types of actions
(e.g., “read” or “write”), a moderate number of roles (i.e.,
every person can activate several overlapping organizational
roles, such as “accountant,” “administrator,” or “manager”),
and many locations (e.g., rooms, floors, suites, buildings). As
jOj and jSj do not directly impact our protocol design, we
place no assumptions on the size of these sets.

3.2 Principals

Let P denote the set of all possible principals as follows:

. Client—the principal representing the subject mak-
ing the request. For each such C, there is a unique
subject s 2 S, but not necessarily vice versa. For
instance, the same user may simultaneously initiate
sessions with multiple devices (e.g., a smartphone
and a laptop); we treat these sessions independently
as multiple clients. In our framework, we will refer
to the client’s public key pkðCÞ, which could be
linked to either the user or the device according to
the needs of the deployed system.1

. Location device—a small, proximity-based em-
bedded device that identifies a protected area. In
practice, as protected areas may be large, we assume
each location l 2 L would have multiple such
devices for ease-of-use. However, we treat these
devices collectively as a single principal LD.

. Role authority—a centralized RBAC server that is
tasked with authenticating users, as well as creating
and maintaining session identifiers.

. Location authority—a centralized server that main-
tains information on the set of LDs.

. Service provider—a server that controls access to a
protected resource. We assume that there are
multiple such servers, and the client knows which
SP to contact when retrieving a desired service.

. Identity authority—a trusted third party that estab-
lishes and maintains information on the identities of
all users and location devices. IA is responsible for

encoding policies for each SP, however, it does not
maintain this information after the setup phase.
Moreover, IA is not involved in any of the runtime
protocols, and only exists as a trusted entity for
establishing identity credentials.

3.3 Cryptographic Primitives and Notation

Let (Gen, Enc, Dec) denote an encryption scheme that
provides indistinguishable encryptions under chosen plain-
text attacks (IND-CPA-secure)2 such that Genð1nÞ denotes a
probabilistic key generation algorithm with security para-
meter 1n, Enckð�Þ denotes encryption using the key k, while
Deckð�Þ denotes the corresponding decryption routine. As
key generation and encryption are probabilistic, we adopt
the standard convention to denote whether or not assign-
ment is deterministic:

k Genð1nÞ
c EnckðmÞ
m :¼ DeckðcÞ:

Our convention is to use the same notation for both public
and private key encryption, as the context clearly identifies
which is needed. We denote the public and secret keys of
principal p as pkðpÞ and skðpÞ, respectively, whereas
symmetric keys are written as Kp for some identifier p. In
the public key case, we require commutative encryption.3

Specifically, given c EncpkðAÞðEncpkðBÞðmÞÞ,

m :¼ DecskðAÞðDecskðBÞðcÞÞ ¼ DecskðBÞðDecskðAÞðcÞÞ:

In addition to encryption, we denote a collision-resistant
hash function as Hð�Þ, and Authð�Þ denotes an interactive
authentication protocol. The details of Authð�Þ are orthogo-
nal to our scheme and may be selected as desired; the
arguments indicate the entity to authenticate. We also
deploy two privacy-preserving schemes, as described in
Section 2. We denote oblivious transfer as OTðiÞ, where i
indicates the index of the record to be retrieved. Similarly,
PIRðiÞ denotes private information retrieval for the index i
and the items XðiÞ.

Our protocol relies on subtle facets of the RSA assumption
that warrant explicit discussion. Recall that the RSA assump-
tion states that, given N ¼ pq (p and q are large primes),
e coprime with �ðNÞ, and some y, it is intractable to find x
such that xe � y mod N . The critical point is that this implies
the difficulty of computing multiplicative inverses modulo
�ðNÞ when �ðNÞ is unknown. Otherwise, the RSA assump-
tion would crumble, as one could efficiently compute d such
that ed � 1 mod �ðNÞ (i.e., d ¼ e�1 mod �ðNÞ) and yd ¼
ðxeÞd ¼ xed ¼ x1 mod �ðNÞ � x mod N . Thus, the RSA assump-
tion implies that computing multiplicative inverses modulo �ðNÞ
is intractable when the factorization of N is unknown. Note that,
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1. Observe that using the same key for multiple sessions (e.g., if the user
creates sessions on multiple devices with the same public key) could be a
privacy concern, as these sessions are linkable. A straightforward solution
would be to prohibit users from using the same key for multiple sessions.

2. We stress here the importance that encryption must be IND-
CPA-secure. Specifically, IND-CPA provides a probabilistic guarantee
that encrypting the same message with the same key multiple times
produces distinct ciphertexts. Consequently, given c1  Enckðm1Þ and
c2  Enckðm2Þ, an observer cannot determine m1 ¼

?
m2 without

decrypting the messages, even if the encryption key k is known. See
[12] for further discussion.

3. Commutativity is often conflated with homomorphic encryption. This
is natural, as well-known homomorhpic cryptosystems, such as RSA, are
commutative. However, the two properties are distinct, and we only require
commutativity, not homomorphic properties.



when we write �x
�1

, the implication is that the exponent is the
multiplicative inverse of xmodulo �ðNÞ, and the exponentia-
tion is evaluated modulo N . Thus,

�x
�1 mod �ðNÞ ¼ �x�1

mod N:

3.4 Identity Establishment

Our role and location authentication scheme relies on
cryptographic properties of the group Z�N such that the
RSA assumption is satisfied.4 The value N is made public
to all principals. IA selects a number of unique role
identifiers as follows: First, � 2 Z�N serves as the basis of
our identification scheme. Next, IA selects role identifiers
� 2 Z�N such that

ffiffiffiffiffi
N
p
� � � �ðNÞ. IA provides RA with �, �,

and �ðNÞ, so that RA can compute multiplicative inverses
as needed. IA also ensures that RA knows the mapping
from � to the corresponding RBAC role. These values must
be kept secret to RA.

IA then creates location identifiers � 2 Z�N subject to the
same constraint that

ffiffiffiffiffi
N
p
� � � �ðNÞ. This size constraint

ensures that �� � N , which strengthens the security guar-
antees of our scheme. In crafting the � values, IA must ensure
there are no colliding pairs of products ��. That is, for �, b�, �,b� with � 6¼ b� and � 6¼ b�, IA ensures that ð��Þ 6¼ ðb�b�Þ. If such a
collision occurs, IA discards one of the values and selects a
new element from Z�N . Once all values are created, IA
provides LA with ��1 mod N , the � values, and the mapping
to the corresponding locations.

Finally, IA maintains a persistent mapping for actions to
values � 2 Z�N , also subject to the constraint

ffiffiffiffiffi
N
p
� � �

�ðNÞ. The mapping of � to actions is kept private to IA.
Observe that the values � and � do not have any particular
sensitivity, unless the mappings from the values to the
corresponding roles and locations are known. However, if
SP knows these values, it provides linkability between
policies and requests. In order to minimize this threat, one
of the goals of our scheme is to reduce the likelihood that SP
is able to form such correlations. We will revisit this
discussion in Section 4.

3.5 Priv-GEO-RBAC Policies

In Priv-GEO-RBAC, for the object o 2 O, service providers
define a single object policy Po such that Po ¼ <po:1; . . . ;
po:m>, where

po:i ¼ <r; l; a> for some r 2 R; l 2 L; a 2 A:

The policy semantics are based on a white-list, meaning the
presence of a policy po:i grants the permission for role r to
perform action a on o while in location l. Absence of such a
policy indicates denial of the request. For notation, po:i½r	
denotes the role, po:i½l	 denotes the location, and po:i½a	
denotes the action.

When SP establishes or changes the policy for an object o,
SP contacts IA to encode the policies. IA first creates a new
object identifier � 2 Z�N such that

ffiffiffiffiffi
N
p
� � � N . As with ��,

IA ensures that, for all actions, there are no colliding
products �� ¼ b�b� when � 6¼ b� or � 6¼ b�. Now, consider the

policy po:i ¼ <r; l; a>. IA finds the identifiers �, �, � 2 Z�N
for the role, location, and action. The policy is then encoded
as the tuple

cpo:i ¼ <ð��Þ�1ð��Þ mod �ðNÞ; ��� mod N>;

where the ð��Þ�1 denotes the multiplicative inverse of ð��Þ
modulo �ðNÞ.

Note the following properties of this encoding. First, as
there are no colliding products ��, there will be no object-
action pairs that have the same encoded policies, even if
the role-location pairs are the same. This prevents SP from
linking encoded policies. Next, without knowledge of
�ðNÞ, SP cannot compute the multiplicative inverse
ðð��Þ�1ð��ÞÞ�1 ¼ ð��Þð��Þ�1 mod �ðNÞ. If SP could com-
pute this value, it would have

ð���Þð��Þð��Þ
�1

� ��� mod N;

which would clearly allow linkability for any encoded
policy with the same role-location pair. However, this
calculation requires knowledge of � ðNÞ, which SP lacks. Finally,
given the assumption that � and � are large and SP has no
knowledge of �, �, or �, SP cannot link policies across
different objects or actions.

IA returns the encoded object policy cPo that consists of
the array <cpo:1; . . . ;dpo:m> in a random order. This shuffling
prevents SP from determining cpo:i �? po:i. Observe, though,
that all encoded policies relating to the same action on the
same object share the value ���. Consequently, SP is able to
group the encoded policies according to the action. Based
on this grouping, we can refer to the policy group dPo:a ¼
<dpo:a:1; . . . ; dpo:a:q> for the object o and action a. Note that, as
SP has no knowledge of �, �; �, or �, it can only see the
policies as distinct pairs of large integers.

3.6 Protocols

In this section, we define the protocols of our framework. In
these definitions, we only explicitly identify encryptions
that are required to prevent one of the legitimate principals
from learning a protected value. For instance, Protocol 1
sends the symmetric key Kc in the clear, as both RA and C
are authorized to know this key; on the other hand, Protocol
Q sends multiple pieces of data encrypted with a public key
to prevent one of the principals from learning the encrypted
value. Consequently, system deployments should consider
the security threats of the underlying communications
channel and add cryptographic protections as needed.

Protocol for RBAC session creation. Fig. 3 shows
Protocol 1, which used to create a new RBAC session. After
authenticating the user (and the user’s authority to activate
role r 2 R), RA generates a number of session parameters as
follows: The value x 2 Z�N is a random positive integer, b
denotes a nonce used in the Authð�Þ scheme (known to both
RA and C), and pwdc is the user’s password.5 RA creates a
new record (identified by index ir) in its session database
with a commitment token �r, and marks the record with a
boolean value valid. Unless the system allows simultaneous
activation of multiple roles, RA invalidates all other records
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4. Recall that Z�N ¼ fa 2 f1; . . . ; N � 1g j gcdða;NÞ ¼ 1g. This ensures
that all such z 2 Z�N have unique multiplicative inverses.

5. If the particular instantiation of Authð�Þ does not require a nonce b, RA
can generate one for C.



for this user by flipping the corresponding boolean value in
those records. We refer to 	r as the role token. The rationale
for encrypting the record with the key Kr is to ensure that
the information can only be accessed by a SP with the
corresponding role token. Alternative approaches [13] have
integrated access control with OT, but encrypting the record
is sufficient for our framework. The other key Kc is
generated to ensure the object can be accessed only by the
legitimate C.

Astute readers will note the similarity in structure
between �
��x and the Pedersen commitment scheme [14].
In the Pedersen commitment, for a cyclic group generated
by g, the prover aims to commit to h ¼ gx, where x is
unknown. To do so, the prover first generates gsht for
random values s and t. Later, the prover reveals s and t.
This scheme is proven to be perfectly hiding of the exponent
x. While our goals are different (e.g., we do not require
information theoretic security), this structure ensures that,
for any two role sessions with the same �, it holds that
�
��x 6¼ �
��bx when x 6¼ bx. Furthermore, the obfuscating
factor �
 ensures that knowledge of x�1 and dx�1 are
insufficient to determine if the � and b� values are equivalent
in two distinct sessions.

Protocol for retrieving a proof-of-location. When the
user wishes to make a request, he must retrieve a proof-of-
location from a LD for the corresponding protected area. This
proof must bind the user session to the location at a
particular time. To do this, LD generates the data shown in
Fig. 3, where il is the index for LD in the location database, d
is a nonce, exp denotes an expiration time, codel½T 	 is a rolling
passcode (i.e., it repeatedly changes after a set time interval)
at timestamp T , and the location token is 	l. Additionally,
note that the location token 	l is dependent on the role token
	r, thus binding the role session to the location.

Protocol for policy enforcement. Fig. 4 shows Protocol
Q. Once C has the role and location tokens, C initiates
Protocol Qwith the relevant SP to request access to perform
action a 2 A on object o 2 O. For simplicity, we will assume
the action is read.6 C sends the tokens to SP. SP gets RA and

LA to perform a blind decryption (i.e., RA and LA do not
learn the decrypted messages). Using this information, SP
authenticates C with a traditional password, retrieves role
session information from RA using OT, and retrieves
location information from LA using PIR. Finally, SP
evaluates the encoded policies based on the data retrieved
from RA and LA. The evaluation procedure ensures that SP
only learns if a policy is satisfied; for a single request, SP
cannot determine the user’s identity, location, or role.
Section 4 examines these properties in detail. In the
following definition of Q, z denotes a nonce, while m 2
Z�N is selected at random from

ffiffiffiffiffi
N
p
� m � N � 1.

The first important point to emphasize in this protocol is
the blinded decryption in step 3. That is, 	r  EncpkðRAÞð�Þ,
so esr  EncpkðSP ÞðEncpkðRAÞð�ÞÞ. By decrypting this message
blindly, RA is sending the following to SP:

es :¼ DecskðRAÞðesrÞ
¼ DecskðRAÞðEncpkðSP ÞðEncpkðRAÞð�ÞÞÞ
¼ DecskðRAÞðEncpkðRAÞðEncpkðSP Þð�ÞÞÞ
¼ EncpkðSP Þð�Þ;

which can then be decrypted by SP. However, the IND-
CPA encryption by SP ensures that RA cannot determine
the original encrypted message, so RA fails to learn which
role session is being used. Step 8 uses the same technique
for locations.

The need for two separate privacy-preserving schemes,
OT and PIR, may not be intuitive. This choice was
deliberate, as the needs of the respective portions of the
protocol are different. First, the role session information is
more sensitive, as it includes the key Kc used to commu-
nicate with the user. As such, it is important that the SP
only retrieves the records for that session. PIR cannot
provide this guarantee. Second, the location database
contains more information than is required by the protocol.
Specifically, each record contains additional information
about the protected area. PIR allows SP to retrieve only the
relevant data. Also, the passcode codel½T 	 is only good for a
short period of time before it expires. As such, SP would
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Fig. 3. Protocols for retrieving tokens 	r and 	l.

Fig. 4. Access control enforcement protocol.

6. It is straightforward to add support for write actions by appending
MACs as necessary. Note, though, that using a persistent secret key to
generate the MAC will allow SP to link writes. Instead, 	r should be
augmented with a session public key, and Protocol 1 should send the
corresponding session private key to C.



have a very short window of opportunity to exploit
knowledge of the passcode for other LDs. Furthermore,
this leak is not a security threat, as we will show in our
security analysis. Thus, PIR is the correct choice for
retrieving this data from LA.

The evaluation procedure consists of checking that the
location token has not expired (i.e., current time is prior to
exp), validating the location signature sig, and evaluating
the policy set Po:a. To validate sig, SP does a straightfor-
ward comparison

sig ¼? Hðd k codel½T 	 k 	rÞ:

To prevent network delay from causing the code value to
become outdated, a straightforward adaptation would be
for codel½T 	 to denote multiple, consecutive codes. Evaluat-
ing the policy set requires performing a number of
calculations. Given the importance of this evaluation to
our protocol, we will describe and evaluate this procedure
in detail in the following section.

3.7 Functional Correctness

In this section, we focus on the functional correctness of
the policy evaluation. That is, we show that SP can
evaluate the encoded policies correctly, given the role and
location information encoded by �r and �. Consider a
request for object o 2 O, identified by � 2 Z�N , where the
action a 2 A is identified by �. Recall that this uniquely
identifies the set dPo:a ¼ <dpo:a:1; . . . ; dpo:a:q>. In addition, SP
retrieved �r :¼ <�
��x; x�1 mod �ðNÞ> from RA during the
OT step of the protocol, and SP retrieved � from LA during
the PIR. Next, SP selected a nonce m 2 Z�N , and used � and
��1 mod N to calculate ���m mod N . SP sent this value to
RA, who responded with ���m
 , where 
 is the persistent
obfuscator used by RA. As 
 is large, it is intractable for SP
to compute the discrete logarithm and learn 
. Similarly,
RA cannot determine � or m. Now, consider an encoded
policy dpo:a:i 2dPo:a, which we denote as <s; ���>. In order to
evalute dpo:a:i, SP performs the following calculations:

1. ð�
��xÞ�m ¼ �
�m��x�m,
2. ���m
 � �
�m��x�m � �0þ�x�m mod �ðNÞ ¼ ��x�m,
3. ðð��x�mÞsÞx

�1

¼ ��x�msx�1 � ���ms mod �ðNÞ, and
4. ���ms ¼? ð���Þm.

The policy is satisfied if and only if the equality holds.
For clarity in the following proofs, we refer to this test as
the policy equation.

Theorem 1. Under the assumption that all parties behave
honestly, the policy equation is satisfied if and only if the
access control policy po:i is satisfied.

Proof. There are two cases to consider. First, assume po:i is
satisfied, given the credentials used in the protocol. In
that case, s ¼ ð��Þ�1ð��Þ (i.e., the role identified by � and
the location identified by � match those in the request).
Observe that

ð���msÞð��Þ
�1ð��Þ ¼ ���mð��Þ

�1ð��Þ

¼
�
�ð��Þð��Þ

�1�m��
�
�
�1 mod �ðNÞ�m��

¼ �m��:

The equivalence follows from Euler’s theorem, which
states that ��ðNÞ � 1 mod N if � and N are coprime.
Consequently, the policy equation holds

���ms � �m�� mod N ¼ ð���Þm:

Therefore, if the credentials satisfy the original policy,

then the policy equation holds. Now, consider the other

implication. We must show that, if the policy equation

holds, then the original policy is satisfied. We will

proceed with a proof by contradiction. Assume the

policy equation holds, but the credentials presented do

not satisfy the policy. Since the policy is not satisfied,

s ¼ ðb�b�Þ�1ð��Þ, where either b� 6¼ �, b� 6¼ �, or both.

Assume b� 6¼ � but b� ¼ �. Then

ð��Þðb��Þ�1 ¼ ð�b��1Þð���1Þ � ð�b��1Þ mod �ðNÞ:

Observe that the policy equation will only hold if

��b��1 ¼ �, which can only occur if �b��1 � 1 mod �ðNÞ.
However, this requires that b��1 is the inverse of �,

meaning b� ¼ �, which contradicts our assumption. Thus,

if b� ¼ � and the policy equation holds, then b� ¼ �. By the

same rationale, if b� ¼ � and the policy equation holds,

then b� ¼ �. Thus, if the policy equation holds and one of

the credentials is correct, then the other must be correct,

contradicting the assumption that the policy is not

satisfied. Now, assume b� 6¼ � and b� 6¼ �. If the policy

equation holds, then

ð��Þðb�b�Þ�1 � 1 mod �ðNÞ:

This implies ðb�b�Þ�1 is the inverse of ð��Þ, implying
ðb�b�Þ ¼ ð��Þ. However, we explicitly prohibited such a
collision of products. That is, IA ensures that no such pair
is created. Thus, if the policy equation holds, then the
credentials provided must be correct. tu

4 SECURITY ANALYSIS

In this section, we present an analysis of our protocol in two
ways. First, we consider the security of our framework
under the Dolev-Yao adversarial model [15]. Under this
model, an adversary A is capable of sending and receiving
messages, decrypting messages with known keys, storing
data, and generating new data. The goals of such an
adversary include impersonating a legitimate participant
and learning information for a future attack. Second, we
evaluate the privacy guarantees of our framework against
rational participants. Adversaries in this model participate
honestly unless they are able to gain by deviating.
Specifically, the participant gains something if he learns
information of value about another participant. We start
with some preliminary definitions and notation.

4.1 Definitions and Notation

A function f is negligible if, for any constant c > 1, there
exists a constant N such that 8n > N , fðnÞ < n�c. We write
negl to indicate a negligible function.7 Given two values x
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7. The N here is not the same as the RSA modulus used throughout
Section 3.



and y, x ¼? y is conventional notation to refer to the question
of the equivalence of x and y. We also write fx ¼? ygP to
indicate that a principal P is able to correctly answer the
question. In our formalization and our proofs, we fre-
quently refer to the knowledge that a principal has. For
brevity, we omit IND-CPA-secure messages from this
knowledge, as

Pr½fm ¼? bmgP j HasðP; fEncKðmÞ;EncKð bmÞ; K;mgÞ	
� Pr½fm ¼? bmgP j HasðP; ;Þ	 � neglðnÞ:

That is, the ciphertexts reveal no useful information to P ,
even if P knows the key used for both and one of the
plaintexts. Similarly, we omit the details of messages
exchanged in PIR and OT, as the privacy of those schemes
is demonstrated in existing work.

Fig. 5 shows the translation of Protocol Q into protocol
composition logic behaviors8 that indicate the actions taken
by an honest participant. Due to space constraints, we will
not provide an overview of PCL, and refer the reader to
the work of Datta et al. [16]. Using this specification, we
can model the knowledge gained by each participant in a
formal manner. That is, we write HasðP; �P Þ to indicate
that P knows the value of all variables in the set �P . To

describe the knowledge gained by P during run R of Q,
we use the proposition:

HasðP; �P Þ½R	P HasðP; �P;RÞ:

Our convention is to use � for prior knowledge, while �
includes information gained during the execution.9 For
simplicity, we assume �P 
 �P;R (P does not forget the data
in �P ) and generally omit this notation for brevity. Fig. 5
formalizes these sets for honest parties in Q. Note that, also
for the sake of brevity, we omit public data and private keys
from these sets. That is, public keys and the group Z�N are
known to all parties at all times, while private keys are
known only to the corresponding principal.

The first concern of our protocol is whether or not an
eavesdropping adversary A can impersonate one of the
principals by observing the execution by honest partici-
pants. To model intrusion, we start by defining the
following impersonation experiment:

The impersonation experiment ImpPA;Q:

1. All parties execute run R of Q, with A taking on the
role of principal P .

2. Honest participants abort R if nonces are replayed,
malformed messages are received, or intermediate
value comparisons fail.

3. All participants bP honestly reveal �bP;R.
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Fig. 5. PCL specification of roles for Q, including the sets indicating prior knowledge (�) and plaintext knowledge gained ð�Þ during run R of Q.

8. The proper PCL terminology for what we call “behaviors” is “roles,”
which is problematic when discussing a protocol used for RBAC
enforcement.

9. Note that � is used to denote both the information gain and Euler’s
totient function.



4. Upon request, each participant bP will decrypt any
message eK if K 2 �bP .

5. The experiment outputs 1 if and only if no honest
participant can demonstrate A has attempted to
impersonate P . Otherwise, the output is 0.

We say impersonation of P by A fails if, for a
sufficiently large positive integer n:

Pr
�
ImpPA;Q ¼ 1

�
� 1

n
þ neglðnÞ:

That is, ImpPA;Q ¼ 1 iff A can execute the behavior of P
without detection by any other principals.10 The para-
meter 1=n is used to account for A performing an
extraordinary feat (e.g., forging a cryptographic hash or
encrypted message by blindly guessing).

Our other concern in this paper is what information the
protocol reveals to honest participants about C. To evaluate
this goal, we define an additional experiment as follows:

The privacy-preservation experiment PrivCA;Q:

1. All parties execute Q, yielding the knowledge sets in
Fig. 5. Let u denote the user’s identity, r denote the
role used, and l denote the user’s location.

2. A guesses user bu, role br, or location bl.
3. The experiment outputs 1 if and only if u ¼ bu, r ¼ br,

or l ¼ bl. Otherwise, the output is 0.

We say a protocol preserves the privacy of the client C

against the adversary A if,

Pr
�
PrivCA;Q ¼ 1 j HasðA; �A;RÞ

�
� Pr

�
PrivCA;Q ¼ 1 j HasðA; ;Þ

�
� neglðnÞ:

That is, the adversary’s chance of guessing the role,
location, or identity of the user is negligibly different than
blindly guessing.

4.2 Security against Intruders

In this section, we consider security under the Dolev-Yao
adversarial model. That is, A observes all data transmitted,
can send and receives messages, store and retrieve data,
and decrypt messages with known keys. We assume A
begins with only public knowledge. As such, �A ¼ ;. Recall
that our protocol is built on the assumption that underlying
channels are encrypted, and we omitted this fact from the
protocol definition for brevity and clarity. As such, A can
only see the encrypted versions of data transmitted.

As a preliminary, consider an eavesdropping adversary
A observing run R of Q. Given �A ¼ ;, the information
gained by A (excluding OT and PIR) consists of the
following pieces of data:

�A;R ¼
�
ð	r; 	l; o; aÞ; esr; es; z; h; esl; e0s; ���m; ���m
; eo

�
:

Lemma 1. Consider adversary A attempting to execute run R0 of
Q. Impersonation of RA by an eavesdropping adversary A
fails.

Proof. By eavesdropping on R, the following proposition
holds:

HasðA; ;Þ ½R	A HasðA; �A;RÞ:

In run R0, A would receive cesr. As A cannot determine ifcesr ¼? esr, if C denotes the set of ciphertexts,

Pr½f	r ¼? b	rgA j HasðA; �A;R [ fcesrgÞ � 1

j C j þ neglðnÞ:

That is, A cannot determine if the role tokens are the
same. Consequently, A has two options. If A believes
	r ¼ b	r, it can replay es; otherwise, it can generate a
random guess bes. Consider the former option. If 	r 6¼ b	r,
when C generates Hðbb k pwdcÞ, it will only match the h0

retrieved by SP’s decryption of es if Hðbb k pwdcÞ ¼
Hðb k pwdcÞ, and, if H denotes the set of possible hash
outputs,

Pr½:fA ¼? RAgC 	 �
1

j H j þ neglðnÞ;

indicating that C will be able to identify the impersona-
tion with all but trivial probability. Alternatively, if
	r ¼ b	r, at the end of the protocol, A must compute
ðd���mÞ
 without knowledge of 
. Consequently, A must
guess and

Pr½:fA ¼? RAgSP 	 ¼ Pr½HasðA; f d���m
gÞ j
HasðA; fd���mgÞ ^ :HasðA; f
gÞ	 � 1

j Z�N j
þ neglðnÞ:

Thus, if A replays es, impersonation fails. Alternatively,
if A believes 	r 6¼ b	r, it would generate a random bes and a
random d���m
 , which is unlikely as shown above. Thus,
for a large n,

Pr
�
ImpRAA;Q ¼ 1

�

¼ Pr½:fA ¼? RAgC ^ :fA ¼
?
RAgSP 	 �

1

n
þ neglðnÞ:

ut

Lemma 2. Consider adversary A attempting to execute run R0 of
Q. Impersonation of LA by an eavesdropping adversaryA fails.

Proof. As in the proof of Lemma 1, A has the choice of
replaying e0s or generating a random be0s. We have already
seen that the latter course fails with near certainty. In the
former option, similar to before,

Pr½f	l ¼
? b	lgA j HasðA; �A;R [ fceslgÞ � 1

j C j þ neglðnÞ:

If 	l 6¼ b	l, then the signature required for verification will
not match. That is,

Pr
�
ImpLAA;Q ¼ 1

�
¼ Pr

�
sig ¼? csig�

¼ Pr
�
Hðd k codel½T 	 k 	rÞ ¼ Hðbd k dcodel½T	 k b	rÞ	

� 1

j H j þ neglðnÞ:

Thus, impersonation of LA by A fails. tu

Lemma 3. Consider adversary A attempting to execute run R0 of
Q. Impersonation of C by an eavesdropping adversary A fails.

KIRKPATRICK ET AL.: PRIVACY-PRESERVING ENFORCEMENT OF SPATIALLY AWARE RBAC 635

10. Clearly, we are not considering external factors such as IP addresses
in the determination of ImpPA;Q, as our focus is on the protocol.



Proof. As before, by eavesdropping on R, the following
proposition holds:

HasðA; ;Þ½R	AHasðA; �A;RÞ � HasðA; fhgÞ:

Note that h ¼ Hðz k yÞ, where z 2 �A;R and y ¼
Hðb k pwdcÞ 62 �A;R. Furthermore, pwdc 62 �A;R. As such,
given the assumption that the hash function is collision
resistant, A must resort to guessing bh, and

Pr½ImpAðCÞ ¼ 1	 ¼ Pr½HasðA; fbhgÞ	 � 1

jHj þ neglðnÞ:

Thus, impersonation of C by A fails. tu

Lemma 4. Consider adversary A attempting to execute run R0 of

Q. Impersonation of SP by an eavesdropping adversaryA fails.

Proof. If A believes that the object bo ¼ o and the actionba ¼ a, then the simplest strategy is to bypass Protocol Q
and simply return eo to C. Note, though, that A must
send something to RA and LA under the terms of ImpSPA;Q
(otherwise, the impersonation would immediately be
detected). It turns out that A can deceive both RA and LA

by sending random data, as neither principal ever sees a
structured message in Q. However, impersonation still

fails, as, letting n ¼ jOj � jA j ,

Pr½:fA ¼? SPgC 	 ¼ Pr½ðo ¼ boÞ ^ ða ¼ baÞ	 � 1

n
þ neglðnÞ:

ut

Lemma 5. Attempting to impersonate any principal yields no

information useful for future attacks.

Proof. In the case of ImpRAA;Q or ImpLAA;Q, note that �A;R0 ¼
fcesr; d���mg or fceslg, respectively. Without the correspond-
ing secret key,A cannot decrypt the messagescesr and fceslg.
Additionally, the IND-CPA security ensures thatA cannot
determine if this data decrypt identically as future such
messages. Next, with no knowledge of �, ��1, b�, or bm, d���m is
meaningless. Furthermore, bm is a nonce, so d���m provides
no useful information. Now, consider ImpCA;Q. Observe
that, in the middle of run R0,

HasðA; �A;RÞ ½receive cSP; bC; bz	 HasðA; �A;R [ fbzgÞ:
Based on this information, A must be able to compute bh,
which we showed above was unlikely. Consequently, SP
will detect the impersonation attempt when validating
the hash and abort the protocol. Thus, with all but trivial
probability,

HasðA; �A;RÞ ½R0	 HasðA; �A;R [ fbzgÞ;
which contains no information useful for future attacks.
If the hash guess is successful, the only additional
information received by A is beo. Again, this is based on
an IND-CPA-secure encryption, and is not useful. Now
consider ImpSPAQ. We can formalize the maximum
information learned by A as

fð	r; 	l; o; aÞ;cesr; bes; bz; bh;deOT ;cesl; be0s; b�; dcodel½T	; brgÞ:

Again, most of the data (including 	r and 	l) are IND-
CPA-secure or nonces, and provide no useful informa-
tion for future attacks. The only pieces of data that could
potentially be used for future attacks are b� and dcodel½T 	.
Since il 62 �A;R0 , b� is simply a randomly selected location
identifier � 2 Z�N , which is public data. On the other
hand, dcodel½T 	 is sensitive, as this could be used to forge
the signature used in Protocol 2 by the LD. However,
these are rolling codes and only valid for a short time
frame, limiting the potential use by A. Furthermore,
forging the corresponding b	l requires il 2 �A;R0 , which is
not the case. Consequently, this knowledge is useless for
a future impersonation attack. tu

Theorem 2. Protocol Q is secure against impersonation attacks
under the Dolev-Yao adversarial model.

Proof. Follows directly from Lemmas 1-5. tu

4.3 Preservation of Client Privacy

Before proceeding with the following lemmas, we empha-
size here that our definition of privacy preservation focuses
on the information exchanged in a single run of the
protocol. As such, we do not consider attacks based on
inference over time. That is, background knowledge of the
unencoded policies may allow an adversary to aggregate
the information gained from a significant number of access
requests to break the privacy guarantees of our framework.
Addressing this problem is beyond the scope of our current
work, and we do not have a clear method for quantifying
this threat. Furthermore, at this time, we are uncertain
whether there exists a computationally feasible approach
that would mitigate this threat. We leave such questions for
future research.

Lemma 6. Q preserves the privacy of C against RA.

Proof. Recall �RA;R ¼ f���mg with � and m as large values
unknown to RA. Additionally, the mapping from � to
locations is unknown to RA. Thus, for a randomly
selected bl and b�
Pr½fl ¼? blgRA j HasðRA; �RA;RÞ	

� Pr½fl ¼? blgRA j HasðRA; ;Þ	 �

Pr½f� ¼? b�gRA j HasðRA; f���mgÞ ^ :HasðRA; f�;mgÞ	

� Pr½fl ¼? blgRA j HasðRA; ;Þ	 � neglðnÞ:

Similarly, for role r and a random role br, as encryption is
IND-CPA-secure

Pr½fr ¼? brgRA j HasðRA;�RA;RÞ	

� Pr½fr ¼? brgRA j HasðRA; ;Þ	 ¼

Pr½f	r ¼? b	rgRA j HasðRA; fesr;cesrÞ	
� Pr½f	r ¼? b	rgRA j HasðRA; ;Þ	 � neglðnÞ:

As RA cannot determine the role session, it cannot
determine the user either. Thus, Q preserves the privacy
of C against RA. tu

Lemma 7. Q preserves the privacy of C against LA.
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Proof. Recall �LA;R ¼ ;. Then, trivially

Pr
�
PrivCLA;Q ¼ 1 j HasðLA; �LA;RÞ

�
� Pr

�
PrivCLA;Q ¼ 1 j HasðLA; ;Þ

�
¼ 0 � neglðnÞ:

ut

Lemma 8. Q preserves the privacy of C against colluding
principals RA and LA.

Proof. Let A denote the adversary resulting from the
collusion of RA and LA. Then,

�A;R ¼ �RA;R [ �LA;R ¼ �RA;R:

Observe that A now has (from prior and learned
knowledge), �; 
, and �ðNÞ, but PIR ensures that A does
not have �. Furthermore, even with � and �ðNÞ, the
intractability of the discrete logarithm prevents A from
learning �m from ���m. In addition, OT prevents A from
learning the role token (and, as a result, the role and user)
used. Consequently, pooling the knowledge of RA and
LA is of no use, and

Pr
�
PrivCA;Q ¼ 1 j HasðA; �RA;R [ �LA;RÞ

�
� Pr

�
PrivCA;Q ¼ 1 j HasðA; ;Þ

�
� neglðnÞ:

ut

Lemma 9. Given the policy encoding scheme, SP can statically
link two policies with the same role-location values with
probability only negligibly better than guessing.

Proof. Observe that, as a result of the RSA assumption, SP
cannot compute ðð��Þ�1ð��ÞÞ�1 mod �ðNÞ, as the factor-
ization of N is unknown to SP. This defense prevents
linkability of policies across objects or actions. Consider
the following three policies:

cpo:i ¼ <ð��Þ�1ð��Þ; ���>

cpo:j ¼ <ð��Þ�1ð�b�Þ; ��b�>
cpo:k ¼ <ðb�b�Þ�1ð�b�Þ; ��b�>:

Without knowledge of �ðNÞ, SP cannot compute the
multiplicative inverses and link cpo:i with cpo:j. Further-
more, without knowledge of any of the factors or �, SP
cannot distinguish between cpo:j and cpo:k given knowledge
of cpo:i. Thus,

Pr½fpo:i½r	 ¼? po:j½r	gSP _ fpo:i½l	 ¼
?
po:j½l	gSP j

HasðSP; fcpo:i; cpo:jgÞ	�
Pr½fpo:i½r	 ¼? po:j½r	gSP _ fpo:i½l	 ¼

?
po:j½l	gSP j

HasðSP; ;Þ	 � neglðnÞ:
ut

Lemma 10. Q preserves the privacy of C against SP for a single
access request.

Proof. As � 2 �SP;R, SP learns a small amount of informa-
tion about C. However, without the mapping from � to
locations (known only to LA), for a randomly selected bl,

Pr½fl ¼? blgSP j HasðSP; �SP;RÞ	

� Pr½fl ¼? blgSP j HasðSP; ;Þ	 � neglðnÞ:

Similarly, SP does not have the mapping from � to roles.
Furthermore, � 62 �SP;R. Hence,

Pr½fr ¼? brgSP j HasðSP; �SP;RÞ	

� Pr½fr ¼? brgSP j HasðSP; ;Þ	 � neglðnÞ:

Finally, consider an encoded policy:

cpo:i ¼ <ð��Þ�1ð��Þ; ���>:

As �; �; �; �; �ðNÞ 62 �SP;R, SP cannot determine if this
was the policy satisfied, even if it knows (by organizing
the storage of policies) that ��� indicates the object-action
pair. Consequently, SP cannot trace �SP;R back to the
original, unencoded po:i that was satisfied. Thus,

Pr½PrivCSP;Q ¼ 1 j HasðSP; �SP;RÞ	

� Pr½PrivCSP;Q ¼ 1 j HasðSP; ;Þ	 � neglðnÞ:
ut

Lemma 11. Given runs R and R0 of Q made with location tokens
	l and b	l, SP can link the requests if the location is identical.

Proof. SP always sees � in the clear, so the claim trivially
holds when � is identical. tu

Corollary 11.1. Location linkage threats can be mitigated by
administrative action.

Proof. At regular intervals, IA can regenerate the � values as
�0. IA can provide LA with an updated mapping from �0

to location. Simultaneously, IA can regenerate the
encoded policies cpo:i, sending the updated versions to
each SP. While this process requires significant work on
the part of IA, the policy regeneration can be performed
offline before the update takes effect. Thus, IA can
mitigate the threat of location linkage over time. tu

Lemma 12. Given runs R and R0 such that � ¼ b� and � ¼ b�,
where �; � are used in R and b�; b� are used in R0, there is a
strategy by which SP can link these requests, but it is
probabilistically detectable by RA.

Proof. Assume � ¼ b�. If SP repeats the value m, then
�SP;R [ �SP;R0 contains ���m and �b��m. Consequently, it is
trivial for SP to determine if � ¼ b�. Thus, by repeating m
when � is the same, SP can state with absolute certainty
that both requests used the same role and location.
However, ���m 2 �RA;R \ �RA;R0 . Consequently, RA can
state with absolute certainty that ��m ¼ �b� bm, though
this does not necessarily indicate the m values are
identically. However, if c denotes the cardinality of the
congruence class ½ bm	 mod �ðNÞ,

Pr½��m ¼ �b� bm j only bm is random	 ¼ c

j Z�N j
:

As this probability is small, such an equivalence is a likely
indication of a repeated m, providing RA with a strong
probabilistic guess that SP is not acting honestly. tu
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Corollary 12.1. Collusion by multiple SPs is detectable by RA.

Proof. Follows from Lemma 12, under the premise that R
and R0 (and additional such runs) are runs by the
distinct, colluding SPs. Other than � (which is not useful
without the ability to map it to a location or a policy), the
runs reveal no useful data unless m is identical. As such,
RA can detect the repeated m value. tu

Lemma 13. Assuming RA prevents reuse of m for the same
locations, with the exception of location, Q preserves the
privacy of C against SP, even over time.

Proof. First, note that repeated runs of Q from the same
location l will repeatedly reveal � to SP. Consider the
sequence of runsR1; . . . ; Rn that satisfy policies p1; . . . ; pn,
where � is identical in all runs. If there is only a single
location that satisfies p1; . . . ; pn, then SP can determine
this location. However, from Lemmas 10-12 and Cor-
ollary 12.1, SP can only link the roles used in requests by
repeating m for the same location value �. Also, RA can
detect this attempt with near certain probability (and a
negligible false positive rate). As such, if RA prevents
reuse (either by blacklisting corrupt SPs or by rejecting
and requesting a new m), then SP can only determine
that the location used in multiple requests were the same.
Consequently, if we modify the privacy-preserving
experiment to eliminate the discussion of location

Pr PrivCSP;Q ¼ 1 j Has SP;
[
�SP;Ri

	 
h i

� Pr
�
PrivCSP;Q ¼ 1 j HasðSP; ;Þ

�
� neglðnÞ:

ut

Lemma 14. Q fails to preserve the privacy of C against an
adversary A that consists of SP who colludes with either RA
or LA.

Proof. If SP colludes with RA, SP could simply send 	r to
RA, who decrypts the token to determine ir, the index of
the role session. RA can then retrieve �r, and use this
information to find the corresponding ��, which RA can
use to uniquely identify the role. Thus, A is guaranteed
to correctly state r ¼ br, and

Pr
�
PrivCA;Q ¼ 1

�
¼ 1:

If SP colludes with LA, SP can send 	l to LA with similar
results. Therefore, Q fails to preserve the privacy of C
against an adversary A. tu

Theorem 3. Assuming SP does not collude with RA or LA, Q
preserves the privacy of C against SP, RA, and LA.

Proof. The claim follows from above. tu

5 SUMMARY OF PROTOCOL PROPERTIES

The characteristics of the proposed framework can be
summarized informally as follows:

. RA fails to learn which user, role, or location is
involved in the request. For multiple distinct
requests, RA is prevented from determining if the
user, role, or location is the same in both.

. Similarly, LA fails to learn which user, role, or
location is involved in the request. For multiple
distinct requests, LA is prevented from determining
if the user, role, or location is the same in both.

. Encrypted storage of role session records ensures
that SP can only retrieve information for which it has
an authentic 	r.

. The policy encoding scheme ensures that SP cannot
statically link encoded policies that have common
characteristics (e.g., same role, location).

. Protocol Q protects the user’s location information
in the short term. Over time, SP may be able to
determine the location by linking policies. How-
ever, without additional information, SP cannot
link this to a particular user. Furthermore, IA can
mitigate this threat by updating the � values at
regular intervals.

. Unless SP colludes with RA or LA, Q protects the
privacy of the user’s identity and role use, even
over time.

. Q protects the user’s privacy if RA and LA collude.

. Collusion by multiple SPs is detectable by RA, which
can then abort the current run of Q, thus stopping
the attack.

6 RELATED WORK

A number of works have considered the enforcement
challenges for spatial and contextual access control policies
[17]. In Cricket [18], user devices analyze their own distance
from known beacons within an indoor space; this approach
assumes user devices make honest location claims in their
access requests. Other proposed solutions include the use of
near-field communication (NFC) [19], [20] or RF-based
sensors [21], [22], while others have focused on ensuring a
user’s contextual claim is consistent with those of other
users in a mobile environment, such as a train [23]. Another
approach includes the interposition of an access control
engine between the user and the location service [24].
However, all of this work assumes the back-end servers
are honest and does not attempt to protect the user’s
privacy against corrupted or malicious service providers.

Our work is related to the question of privacy-preserving
queries in location-based services (LBS) [5] and k-nearest
neighbor queries [25]. However, as our work focuses on
access control, the security concerns are more stringent. For
instance, in most cases of LBS, the use of location is to
provide local information to the user; if the user provides a
location that is not accurate, he would receive inaccurate
results. In spatial access control, however, the service
provider must ensure that the user’s location claim is
correct. In addition, our model also employs RBAC, which
requires authentication of the role, as well.

Rabin introduced the notion of OT in [10], and the
concept has been well studied in the literature. However,
OT protocols (e.g., [26]) often have �ðnÞ communication
complexity. PIR schemes aim at greater communication
efficiency while relaxing the security requirements; speci-
fically, the server no longer has the guarantee that the
client can retrieve only a single record. Chor et al. [27], [11]
showed that there is no nontrivial PIR solution with a
single server in an information-theoretic setting; however,
they proposed a scheme with K � 4 noncolluding servers
with Oðn1= logKK logKÞ communication cost. This bound
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was improved to Oðn
log logK
K logK Þ in [28]. More recently,

Yekhanin [29] showed that if infinitely many Mersenne
primes exist, then there is a three-server PIR protocol with
Oðn1= log lognÞ communication complexity. Kushilevitz and
Ostrovski [30] proposed a single-server computation PIR
(cPIR) protocol with Oðn�Þ communication cost for arbi-
trarily small � > 0. Cachin et al. [31] improved this bound
with a polylogarithmic communication protocol that relies
on the �-hiding assumption (�HA).

While PIR protocols retrieve a single bit at a time,
Private Block Retrieval (PBR) schemes achieve more
efficient performance by retrieving blocks at a time. Lipmaa
[32] introduced a Oðlog2 nÞ communication protocol,
whereas Chan [33] used the Paillier [34] cryptosystem to
achieve OðlognÞ complexity. Finally, Gentry and Ramzan
[35] introduced a constant rate, communication-efficient
PBR protocol that can be used under several distinct
intractability assumptions, including �HA.

7 CONCLUSIONS

In this work, we proposed a privacy-preserving framework
for evaluating spatially aware RBAC policies. We defined an
architecture with reasonable computation assumptions, and
specified protocols for evaluating the requests. We formally
modeled the main request protocol using PCL. Using this
formal model, we proved that our framework is secure
against external attacks, and we also proved that our
protocols preserve the privacy of users for individual
requests. In addition, the protocols can even protect users’
privacy over time. Finally, we highlighted the similarities
and differences between our scheme and attribute-based
encryption, with the main difference being that our scheme
requires transient credentials (in contrast to persistent static
credentials for attribute-based encryption) that are possessed
by users for a single request at a time before reuse by others.

We propose three directions for future work. First, we find
the notion of transient attribute credentials to be very
powerful; applying this concept to other domains could
produce desirable results. Second, our work demonstrates
the feasibility of reconciling robust privacy guarantees with
strong security requirements; this raises the question of what
other settings could benefit from such results. Finally, our
security and privacy guarantees rely on two assumptions:
the presence of a trusted third party (IA) and there is no
collusion between SP and the authority servers (RA, LA, and
IA). A solution that reduces these assumptions would be
very attractive and would aid in the adoption of this work.

8 FORMAL NOTATION
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