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. In your own words, what is research?
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"What is Research?"

Seminar Talk



. In your own words, what is research?

(answers courtesy of a past CS 470 class)



I What is research?

e “Research is the process of finding information.”
o “Looking for credible information pertaining to a
specific topic.”

o “Utilization of academic, peer-reviewed
publications in order to better understand or
solve a problem.”



I What is research?

o “Working at the edge of knowledge in a field
attempting to push that frontier a little further
with your work.”

o “Thorough investigation into a subject, with the
end result of finding new information.”



I What is research?

« The former definition is secondary research

- Wikipedia: "summary or synthesis of existing research"

« The latter definition is primary research

- OECD 2015: "creative and systematic work undertaken to
increase the stock of [human] knowledge"

- Goal: novelty!
- Many subcategories:

« Purpose: theoretical vs. applied
o Target: formal vs. natural vs. social
« Methodology: scientific vs. historical vs. artistic
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I Another perspective

 As faculty advisors ...

- Undergrad projects: we have a reference solution
- Graduate projects: we know a solution is possible
- PhD projects: we think a solution might be possible



I What is research?

o “Research is the process of systematically casting a
fishing rod into the unknown and hoping that you reel in
something worthwhile.

« Sometimes you catch nothing, sometimes you get
something worthwhile, and sometimes you get
something that looks worthless until it's published by
somebody else three years later.

o But regardless you slowly begin to learn about the
world on the other end of that hook.”



« My Advisor from UVA (Bill Wulf)

- “We don't really know how so we use the apprentice model.”
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I If that is what, now how?

« My Advisor from UVA (Bill Wulf)

- “We don't really know how so we use the apprentice model.”
« More detailed references

- How to pick an advisor
« _Getting Started in Undergraduate Research”
- How to read a paper

. _How to Read an Engineering Research Paper”
- What | wish | knew/organization

« -Organizing your Research and Developing your Research Skills”

. “Everything | Wanted to Know about CS Graduate School at the
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I My research interests (Mike Lam)

« Program analysis (cs 430, 432)
. Systems-level software tools (cs 261)
« High-performance computing (cs 470)

ADAPT

Tool to rigorously quantify each input's effect on an output T
FloatSmith J\/

Tool to automatically transform a program to use mixed precision v

Jmodev
Visualization system for parameter changes in ODE solver
(Collaboration with colleagues in Math & Stats department)

Teaching Systems
Course design for CS 261 (project framework, labs, videos, etc.)

double a = A; float a = A;
double x[N]; » float x[N];
double y[N]; double y[N];
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ThoughtSwap

Deeper-Meaningful
Conscientious Classroom Discourse

Draft - Depict - Depose

Anonymity*
Ephemerality
Swapping




ThoughtSwap

Exploratory Research

Study Implementation/Data Collection
Application Development

Data Analysis

o Mixed Method
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Protein Structure Prediction

\ \ 3-D Structure
Amino Acid Sequence B 7% (Tertiary Structure)
3

GIGDPVTCLKSGAICHPVFCPRRYKQIGTCGLPGTKCCKKP 1GB1 rendered with VMD

Approximately 6 months to get
the structure

Less than 1 day to find the sequence

Changes to the structure can:

e Cause loss of immunity to viruses
* (Cancers

* Other diseases



Protein Structure Prediction

3-D Structure

(Tertiary Structure)
1GB1 rendered with VMD

Amino Acid Sequence
GIGDPVTCLKSGAICHPVFCPRRYKQIGTCGLPGTKCCKKP é

Less than 1 day to find the sequence ) Approximately 6 months to find the

structure
Changes to the structure can:

e (Cause loss of immunity to viruses
* (Cancers
* Other diseases




RNA Flexibility

RNA > + ' protein

rigid docking

81 0

Question: What changes to the sequence cause relevant changes in
the structure or changes its flexibility?

flexible docking

Figure from Nithin, C.; Ghosh, P.; Bujnicki, J.M. Bioinformatics Tools and Benchmarks for Computational Docking and 3D Structure Prediction of RNA-Protein Complexes. Genes 2018, 9, 432.
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Dr. Chris Johnson (johns8cr)

StepWise

e a stepwise debugger that needs
user to do all the work

e Honors project with Rafael
Dietsch

e TypeScript and WebGL

Dear Computer

interactive CS 430 textbook
needs data analysis

lightly funded
prerequisites: CS 430

Twoville

language for making fabricable
designs

needs makers and lesson
designers

outreach opportunities

Draftboard

weaving designer: from photo
to personal textile
collaboration with Drs.
Rebecca Field and Laura
Taalman
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Praxly: An Online IDE for the

Praxis CS Test Pseudocode

Chris Mayfield, Chris Johnson,
Ellona Macmillan, Meghan Riordan, Linnea Hellner



https://www.nsf.gov/awardsearch/showAward?AWD_ID=2219770

Endorsement, Expertise, Empowerment

Design personalized professional development
that is effective in training high school teachers
from a variety of education and CS backgrounds
to teach higher-level CS courses.

Also...pass the CS Praxis Test (for endorsement)



Test at a Glance

Test Name Computer Science

Test Code 5652

Time 3 hours

Number of Questions 100

Format The test consists of a variety of selected-response questions, where you select one

or more answer choices; questions where you enter your answer in a text box; and
other types of questions. You can review the possible question types in chapter 2.

Test Delivery Computer delivered
Approximate Approximate
Content Categories Number of Percentage of
Questions Examination
. Impacts of Computing 15 15%
Il.  Algorithms and Computational Thinking 25 25%
Il Programming 30 30%
IV. Data 15 15%
V. Computing Systems and Networks 15 15%

Professional Learning provided by CodeVA | www.codevirginia.org



The Problem

e ETS Praxis exam uses its own, unique pseudocode
e Teachers must read and interpret the pseudocode,
often without prior coding experience

void mystery ( int n )
while ((n # 1 )
1E £

n%$ 2 ) =1)
n « 3 *

m o+ 1
else

n < n/ 2
end if

print ( n ) // print a space after the number
end while

end mystery




Code Tracing Practice ‘i P raXIy

Prompt: What does the program below do? Try to read the code ¢ it and try to predict the results.

When you are ready to read the answer, run the program to

print "How old are you?"

String age « input()
int agelnt « int(age)

print "You are approximately " + age *
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Researc prcts featuring undergraduate students working to
responsibly wield their powers for Great Good

Dr. Michael C. Stewart, Fall 2025
https://hcientist.com
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About Dr. Stewart

P R S e~ ¢
et A 1
R R
: 1;.”

ave an invisible disability
e 2.9 undergrad GPA
e partner + 2 children

* likes to cook, eat, travel, hike, play games (board,
video), build technologies, teach students!, and
conduct research in Human Computer Interaction

Industry £

P

Academia

UNC
e BS in CS 07
 Other foci: Math, Women’s Studies

= Virginia Tech

e MS in CS ’13

e PhD in CS '18

JMU

e teach: 159, 159, 343, 347, 447



tive and quantitative data
about people and systems (evaluate)

2. Produce Implications for Design

Sociology Engineering

3. Design

1. Evaluate (Gather qualitative and quantitative
data about people and systems)



MusicCPR

Arts Education.

Students

e Free

o Web App

e Connect with the repertoire

» Perform Activities for pieces
assigned by your teacher

e Compose countermelodies
» Reflect on your experiences

Welcome to Music CPR

MusicCPR is a free platform that facilitates music teachers' collection of individual student achievement data that aligns
with ensemble repertoire and artistic processes (create, perform, respond, connect) described in National Standards for

Teachers

e Free
e Standards-aligned
« Web-based
e Assign activities
e Grade students' work
o give individual
performance feedback
o export for use in other
toals

About Login

Standards-Based Music
Education

Teachers whao provide their students with a standards-based music
education facilitate opportunities for every student to develop skill and
knowledge related to creating original music, performing their own and
others’ music, responding to music, and connecting in, around, and
through music. While MusicCPR is framed through these four artistic
processes as conceptualized in National Standards for Arts Education,
most states have comparable policy documents that outline what
should be part of students’ P-12 music education experiences.
MusicCPR is intended to bridge the gap between these policies and
commoan practice by providing a free, research-based resource for any
music teacher who wishes to provide their students opportunities to
create, perform, respond, and connect through activities grounded in
large ensemble repertoire.


http://musiccpr.org

bioadooisnu


http://musiccpr.org

whom tho?



ac-ces-si-bil-i-ty |sksesa'biladé |

noun

1 the quality of being able to be reached or entered:
the restoration project involved repairing the roof and
improving accessibility.

- the quality of being easy to obtain or use:
students were concerned about the accessibility of
quality academic counseling.

2 the quality of being easily reached, entered, or
used by people who have a disability: many
architects believe that accommodating wheelchairs is
all there is to providing accessibility.

3 the quality of being easily understood or
appreciated: the accessibility of his work helped to
popularize modern art.



ac-ces-si-bil-i-ty

able to be reached or entered

easy to optain or use

Accessibility

sometimes abbreviated

“31 1y” by people who have a disability

accessibility
ccessibilit

easily understood or

a 11 V'




Accessibility

-------

,_ iy C that nec 0 , Who S nea
ent languages can easily understand or appreciate

4. has it been designed such that people with different
levels of education and vocabulary can easily
understand or appreciate it?

5. available and usable by authorized parties when A

The Information
Security

ikander, Jussi & Manninen, Onni & Laajalahti, Mikko. (2020). Requirements for cybersecurity in

- N
req u I red ? agricultural communication networks. Computers and Electronics in Agriculture. 179. 105776.
10.1016/j.compag.2020.105776.




disabllity
cultural relativit
language
complexity
avallable

Accessibility




; 1.disablility X

e
o puj

Many students who play adaptive
Instruments would be unable to
submit their performance as
required in MusicCPR

o =y




Accessibility

2. cultural relativity X

Learning “western classical”
music Is legitimized (what do the
students listen to outside of class
with friends and families?)




Waily News-Record

LINGUAL LABYRINTH

Officials Say Diversity Of
Language Provides
Opportunities, Challenges

t

.4 MusicCPR is in english only

By MEGAN WILLIAMS Daily News-Record
Nov 1, 2019 Updated Mar 11, 2024 % 2

'uvA-

Laura Nelson, a Harrisonburg High School teacher, works
with her students on an activity in her English language
learners class on Oct. 22. Students returned from winter
break on Monday.

langu

Th iS iS M iChaeI RiChaI’dS, mindset When he thinks : Diversity is a strength for a school division. It allows

for more flexible creative thinking, which is how

e ok

students succeed whether in the workforce or higher

about Harrisonburg City Public Schools, one of the education.

This is Michael Richards’ mindset when he thinks

* most diverse school divisions In the state, where

about Harrisonburg City Public Schools, one of the

most diverse school divisions in the state, where

_' more than 75 Ianguages are represented_ ' more than 75 languages are represented.

: . . - - o - - \
L SIS O e e~ - BN, U R ORI PRV OO DI R R, TR W “It's important to develop that flexible, creative and

Accessibil

https //www dnronllne com/news/harrlsonburg/off|0|als say- dlver3|ty of Ianguage provides- opportunltles- critical thinking, and we do it in a natural
Chal|engeS/aI‘|ZIC|e_9d399207 dafa 5eb2 bGCb 35d1 7864C7d1 html environment,” the division’s Supenntendent said.



Accessibilit

&, Loading the local (almost no records

In database) admin page once
required ~2900 @ database gqueries

. v
5.available JC



= 1.disabilit
2.cultural

Your Takes (1)

* s Trech -
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http‘:// m “

Music CPR

Courses Assignments About Logout demodave

terests

V 1n

yutational Thinking AirforBand  Perform Melody Activity

Practice the melody and then record yourself performing it.
 Edlech

7 Bassline

aws -
" nede
@ EReerCt

. R 3N
AMmaz

on  Amazonr
RDS S3

django . .

ﬁ p g t h O ﬂ " ///// Flat ’\EXTJS No takes yet. Click the microphone icon to record.
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Investigators

Lisa R. Caravan, DMA (Assistant Professor, Department of Music Teaching and Learning, Eastman School of Music, University of Rochester)

« Alden H. Snell, I, Ph.D. (Associate Professor, Department of Music Teaching and Learning, Eastman School of Music, University of Rochester)
Michael C. Stewart, Ph.D. (Assistant Professor of Computer Science, James Madison University)

David A. Stringham, Ph.D. (Professor of Music; Executive Director, Office of Creative Propulsion, James Madison University)

Collaborators

« Abdullah Mohammed Ali (Undergraduate Student, James Madison University)
« Jerome Donfack (Undergraduate Student, James Madison University)
+ Alex Dumouchelle (Undergraduate Student, James Madison University)
e Zoey Fox (Consultant)
Jonah Giblin (Undergraduate Student, James Madison University)
¢ Benjamin Guerrero, MM (Preparing Future Faculty Fellow, James Madison University; Ph.D. Candidate, University of Rochester)
¢ Luke Hennessy (Undergraduate, James Madison University)
« Matt Wolffe(Undergraduate, James Madison University)
*» Thomas Hassett {(Undergraduate Student Alumnus, School of Music; Innovation Leader, Center for Inclusive Music Engagement; James Madison
University)
¢ Chris Hopkins (Undergraduate Student, James Madison University)
¢ William Jedrzejczak (Undergraduate Student, James Madison University)
« Heidi Lucas, DMA (Visiting Assistant Professor of Brass and Music Education, University of Delaware)
« Brandon McKean (Systems Administrator, Department of Computer Science, James Madison University)
* Pete Morris (Systems Administrator, Department of Computer Science, James Madison University)
e Zamua Nasrawt (Consulting Musician and Web Developer)
e Liem Nguyen (Undergraduate Student, James Madison University)
¢ Meara Patterson (Undergraduate Student, James Madison University)
« Phil Riley (Lecturer in Computer Science, James Madison University)
. | « Khadijat Oluwasanmi (Undergraduate Student, James Madison University)
v g,@ » |saiah Ortiz (Undergraduate Student, James Madison University)
| dison Trust e Eliza Samuels (Undergraduate Student, James Madison University)
!R‘~._v Ay 'Y . ¢ Nathan Self (Consulting Musician and Web Developer)
.’% ‘ '_ j-mU/ ignite « Pawetlt W. Wozniak, Ph.D. (Associate Professor, Interaction Design and Software Engineering division, Department of Computer Science and
\ Engineering, Chalmers University)
« Lauren Yu (Web Developer)
¢ Joshua Hairston (Undergraduate Student, James Madison University)

College of Integrated
Science and Engineering

O 'A .
N y/

) 7
o
R

EASTMAN

SCHOOL OF MUSIC

FREDONIA s

STATE UNIVERSITY OF NEW YORK E N D OWM E NT

ARTS

arts.gov

g
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$

1
T -

. 6 credits of upper level CS
credit

e last 3 semesters: 1, 3, then 2

credits

independent study? (CS 497)
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Supporting Decision-Making and Education with Al,
Provenance and Interactive Visualization

Carolina Veiga
Postdoctoral Fellow

PhD
Computing

Master
Biosystems Engineering

Undergraduate
Environmental Engineering




( A ( ) ( 3
How to support weather experts How to support diverse stakeholders
How to support weather experts .
. . generate and analyze forecast data to analyze weather forecasts, satellite, and
analyze forecast data to identify . . L . . . .
. > identify potential risks of extreme > station data in correlation with
extreme weather risks and make . . . .
. . weather events and make informed sociodemographic information to make
informed decisions? . . .
decisions? informed decision and advance EJ?
. J . J . J
X-Weather ProWis \\y'/ )\
Souza et al. 2022 C& G Souza et al. 2024 TVCG e-JUST at




How to support human-Al collaboration
in urban visual analytics to manage

How to facilitate the creation of urban . .
: . diverse datasets, coordinate workflows,
visual analytics workflows? . . :
and integrate multiple analytical

methods?

Curio
Moreira et al. 2025 TVCG

a) Loading OSM data p . (c) UTK visualization

(b) Shadow model o ) )
(d) Alternate scenario

Urbanite
Moreira et al. 2026 IEEE VIS 2025

(a) Loading OSM data (c) UTK visualizations (d) Provenance (f) Final task




Systematic Literature Review of Al and
Data Visualization Practices and
Pedagogies

How can educators adopt
Al for complex data
visualization in the

classroom?
How is Al being used in| - | "How can Al enhance
Data Visualization professors’ and
education? students’ capabilities?

4
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WISE Al

WELLNESS INTERVENTION AND

LAB

SUPPORT ESTIMATION

Transforming wearable data into actionable health insights

Smart Glasses

- ‘éra* ==
Smart Bracelet @ = @ Smart Watch
/ \
Smart Finger ? “Sman Shirt
Smart Ring ; ‘l
? igGPS/GPRS
Smart Belt ST f ody Control
I\ 8'
\é "\,Sman Shoes
Wearable Algorithm Digital
Sensors Development Interventions
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B ‘ Wearable Sensor Technology Behavioral Pattern Analysis
B : We develop advanced algorithms to process Using machine learning to identify subtle
e A B " continuous  physiological data  from behavioral changes that predict health
< s . I Il ""' smartwatches, fitness  trackers, and risks, medication adherence, and
e — ¥ l i I l | i | : specialized medical devices. treatment outcomes in real-time.
Sleep & Recovery Physical Activity

rate variability, and recovery metrics to compliance, and sedentary behavior

metrics to optimize health for personalized fitness

interventions recommendations

Chronic Disease Management
Monitoring vital signs and behavioral indicators to prevent complications and improve

> quality of life




Ready to get started?

Contact Dr. Belsare at
belsarpp@jmu.edu

Monitor Data

Current Status

®135.,

Today's Glucose Trend

4 Blood Glucose Reading

2 Daily Glucose Levels

Scan Foods

Food Scanner”

ashot of meal and
SR ety

a Photo Option to Identify Food
4 Photo Uploading from Gallery

Track Activity

& Daily Fitness Summarization
& Exercise Tracker
? Water Intake Tracker

Heart Rate Tracking -~

Activity Monitoring - o

Sleep Tracking

-

/

< B

Technology
/ Integration

Food
il
CGM {[}:ﬂ]ﬁ Excercise
/ \
/ \
z :
Sleep )‘z&"( Glucose @ Al
| Compass '
. I
Location Slngle app for all D Phone
‘ diabetes needs .
A /
APls &@‘ Smartwatch
o—n -~ . . -
©
Insulin Pump )

[Continuous Glucose Monitors E\ =

T

Real-time Glucose Data - -

Log Meals

& Meals’ Nutrients Summary

@ Selection of Meal Type
© Example of Food Input

Select Meals

# Food Search
2 Food Selection Options

- App Usage Patterns

Screen Time Analysis

e {{ﬁ?&» Al & Analytics ]

~ - Pattern Extraction

'~ Personalized Recommendations
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Brad McCoy



Dr. Shrestha
Dr. Molloy
Dr. Johnson
Dr. Mayfield
Dr. Stewart
Dr. Veiga
Dr. Belsare
Dr. McCoy
Dr. Sprague
Dr. Welkle
Dr. Lee

Dr. Duan

Dr. Bowers
Dr. Ayub






Dr. Shrestha
Dr. Molloy
Dr. Johnson
Dr. Mayfield
Dr. Stewart
Dr. Veiga
Dr. Belsare
Dr. McCoy
Dr. Sprague
Dr. Welkle
Dr. Lee

Dr. Duan

Dr. Bowers
Dr. Ayub



Dee A. B. Welkle

Research Interests
- Education (Fourth Hour, TA programs, POGIL, memory diagrams)
- Computer Architecture (E-Flynn, fpga projects)




Computer Architecture

Program/Workload | ISSUES o Program/Workload
Running requires building
new idea.
2. Simulation
necessary...but huge.’
Current Processor Design + New Ildea

Measurements Measurements
l COMPARE l



Memory Diagrams

Memory diagrams across the curriculum
(including assembly language)
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loT enabled Applications —Dr. Lee

* Chicken Coop

* Build affordable chicken coops with a variety functionalities, such as temperature
control, automated feeding, predator-proof.

 Home Automation, Voice, and Entry Network "

* Build a unified smart home system that integrates facial recognition for secure, hands-
free access and voice commands for seamless home automation.

» Skill Set: networking protocols, data collection and analysis, machine learning

12C

1) A. Willis, W. Portlock, S. Lee, and H. Chang, “Home Automation, Voice, and Entry Network,” Systems and
Information Engineering Designh Symposium (SIEDS 2025), May 02, Charlottesville, VA, 2025.



ML enabled Applications — Dr. Lee

* Electric Vehicle Driving Range Estimation

* Develop a predictive model for estimating the remaining driving range of electric vehicles
(EVs) using On-Board Diagnostics (OBD-II) technology, with a focus on personalized
driving behavior and environmental factors.

* Al-Generated Image/Voices Detection "

* Authentic and Synthetic Image/Voice Detection in Video conference setting
» Skill Set: video streaming protocols, data collection and analysis, deep learning

1) M. Shike, M. Irfan, S. Lee, and A. Salman, “Deep Learning-Based Detection of Al-Generated Voices Using Spectral
Features,” IEEE International Conference on Machine Intelligence and Smart Innovation (ICMISI 2025), May 10 - 12,

Egypt, 2025.
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About me

= Name: Zhuojun Duan, PhD
= Teaching:

= This fall: CS240 & CS412

= Spring 2025: CS149 & CS240
= Research Interest:

= Algorithm design and analysis
= Game theoryin loTs

= Data Analytics

BEING THE
CHANGE.



My current project: the Study of thunderstorm-
aerosol relationship

e (R EE
T R B
i

ERAS dataset: climate
and weather variables

U.S. Environmental Protection
Agency’s (EPA) hourly
measurements in PM2.5 and

PM10 Dataset

gyy Xarray

DC - Al

|::| pandas ﬁ

n=1639

<son a-248s
wgm™) —
n=4024
-

m2s

] n=703
2 150-75%)
F wom

Statistical analysis oo

n=1243

Spatiotemporal
clustering

Raw dataset of Data Cleaning, reformtting,
cloud-to-ground (CG) and integration
lightning.

. I
~ (75-90%) B ——
£ wom™

n=1314
-

@ ————————
I
>90% ———

(gmh et

m2s

# Flashes

Duration: 12-year period (2006—2010;

2013-2015; 2017-2020) DC: 196,836 thunderstorm events
Two areas: Washington, DC & Kansas Kansas: 310,209 thunderstorm events
City

Source: National Lightning Detection

Network(NLDN)

Size: 7,207,567 flashes and

14,796,725 flashes

BEING THE

CHANGE




Publications

= Bentley, Mace, Tobias Gerken, Zhuojun Duan, Dudley Bonsal, Henry Way,
Endre Szakal, Mia Pham, Hunter Donaldson, and Lucie Griffith. "Toward
untangling thunderstorm-aerosol relationships: An observational study of
regions centered on Washington, DC and Kansas City, MO." Atmospheric
Research 304 (2024): 107402.

= Sae-Jung, Jojinda, Mace L. Bentley, Zhuojun Duan, and Endre Szakal.
"Developing an urban thunderstorm climatology for the Bangkok Metropolitan
Region." Singapore Journal of Tropical Geography (2024).

= James Agresto, Zhuojun Duan, Bentley, Mace, Tobias Gerken, Analyzing
Ground-lightning Dataset Using the Density Based Spatial Clustering of
Applications with Noise (DBSCAN), IPCCC2024,(Poster paper)

BEING THE
CHANGE
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objs.addAll( [shrinkDisk(v.data, oldToNewDisk) for v in cppoly.verts])
objs.addAll( [getInvCPlane(f, oldToNewDisk) for f in cppoly.faces])

sketch.saveScene("Scene 6: Inversive distance c-polyhedron")
# Scene 7: Another inversive distance c-polyhedron
objs.clear()
oldToNewDisk2 = {}
def shrinkDisk2(disk, diskMap):
norm = disk.dualPointOP3.toPointE3().toVectorE3().norm()
eps = (3 * (norm - 1.0) / 4) * (random.random() * 1.5)
fact = (1.0 + eps) / norm
newDisk = DiskS2(disk.a * fact, disk.b * fact, disk.c * fact, disk.d)
diskMap [disk] = newDisk
return newDisk

objs.addAll( [shrinkDisk2(v.data, oldToNewDisk2) for v in cppoly.verts])
objs.addAll( [getInvCPlane(f, oldToNewDisk2) for f in cppoly.faces])

sketch.saveScene("Scene 7: Another inversive distance c-polyhedron")

sketch.restoreScene("Scene 1: Random 100-vert polyhedron')
#sketch.restoreScene("Scene 5: without the Koebe-polyhedron")

print "Loaded."

Jython Console Output

Loaded.

Open Save Clear Console

SphericalSketch




(b

(a)

(d)

(c)
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Imagine you’re in an elevator and this happens...

2 Wellness Center
Lounge

Controller




Programmable Logic Controllers

* Physical processes such as nuclear plant, power grid, oil and gas
pipeline are controlled by Programmable Logic Controllers (PLC)

* Small computers that run a program to monitor the physical
processes

* Many different vendors

* Examples: GE, Omron,
Schneider Electric,
Mitsubishi, and many
more....




PLC
Attacks and Defense ® s camoson ™ [rog LI
_o..oh‘BufferWarp <

* Different Attack Vectors (Y o] [PViC
e Authentication B Witch crafting _ - ot
uthenticatlion bypass malicious control EnigmaFlow
* Return Oriented Programming logic that evades . Free  PMCenables
. . . . . detection by IDS space  successful
* Direct Firmware Object Manipulation E execution of
* Control logic injection 1oE the attack

e Redundant Address Pins

Impact

* You getto find problems before attackers do

e Detection and get credit for it
, , « CVEs: CVE-2023-2310, CVE-2021-32980,
* Side channel electromagnetic CVE-2021-32984, CVE-2021-32986, CVE-
. . . 32926, CVE-2020-15791
 CLAD (Hybrid of static and dynamic

analysis) * You getto secure the critical infrastructure.
Remember the Colonial Gas Pipeline attack?



